
Tracking Vulnerabilities and Malware 

Serval

Serval

Serval

T1

T1 bold

T2 

Dr. Jacques Klein 

How do you think Luxembourg’s econ-
omy will be affected by FinTech over 
the next 5 years?
In the near future, the Luxembourg financial 
center will be influenced by new service and 
technology paradigms emerging globally. In 
parallel, there is a continuous restructuring 
towards greater convergence affecting banks 
and other financial institutions. Through the 
combined forces of technology, applied 
with innovative business models, fintech 
startups could transform some segments in 
which Luxembourg is a strong stakeholder, 
as for instance investment funds. As in oth-
er sectors of the financial services industry, 
digitalization will continue to play a crucial 
role in banking. Luxembourg aims to main-
tain its position as a financial centre by con-
tinuing to develop and deploy new global 
finance instruments. 

Fintech, like most money-related business, 
is very time-critical. For this reason it has 
to rely on a resilient and highly performing 
infrastructure. Cybersecurity is also a criti-
cal factor for the fintech industry and for a 
country building its economic strength on 
ICT. 

“ Luxembourg has decided 
to develop a secure ecosystem 
where data protection and 
security are critical building 
blocks, positioning the 
Grand-Duchy as a major 
trusted data hub.”

In the end, all these elements will enable 
Luxembourg to become a leading fintech 
platform and a test bed for innovative 
products and services.

Is there a strategy on how Luxembourg 
will be able to compete with other glob-
al FinTech hubs?
Luxembourg is deeply committed to of-
fering innovative start-ups an appropriate 
ecosystem to grow and prosper. We aim 
to position Luxembourg as strong fintech 
hub while maintaining our position as one 
of the world’s leading financial centres.  

“FinTech, cybersecurity and Big 
Data are at the heart of our economic 

diversification strategy in the field of 
ICT”.
The Luxembourg regulator has taken a 
proactive stance on new and emerging 
technologies in the financial services. At 
the end of 2015, SnapSwap International 
was granted a licence to offer payments, 
remittances and currency exchange ser-
vices using cryptographic technology, 
crypto-currencies and Internet protocols. 
The continued digitalization of financial 
services will foster even more investments 
into our country’s assets such as human 
capital, high-performing IT infrastructure 
with a focus on highly secured data cen-
tres, as well as high national and interna-

tional connectivity, coupled with very low 
latency. Recently, Luxembourg decided to 
take part in the High Performance Com-
puting Service and Competence Network, 
as part of the European HPC roadmap.

As Minister of the Economy, what are 
your priorities for developing FinTech 
in Luxembourg?
Talking about fintech, Luxembourg has 
repeatedly proven its “fin”-skills, but we 
need to further attract entrepreneurial 
“tech-talent” in order to widen the fin-
tech base of our economy. Furthermore, 
to reach critical mass as a fintech hub we 
need to encourage and support more active 
co-operation between the financial indus-
try in Luxembourg, the international entre-
preneurs, the University of Luxembourg 
and the international fintech businesses 
ready to establish business operations and/
or R&D centres in Luxembourg. 

Adequate supply of early stage 
risk capital is necessary to foster 
entrepreneurship and the big challenge 
over the next years is to further involve 
the private sector in order to develop a 
self-sustaining FinTech ecosystem. 
To support this goal the initiative “Digital 
Lëtzebuerg” aims to strengthen and con-
solidate the country’s position in the ICT 
field. Within this initiative the Ministry of 
the Economy is responsible for support-
ing young innovative companies. We have 
identified the financing challenges, espe-
cially in the early stage of development of 
a start-up and are now implementing sev-
eral action programs.
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Marc Schiltz heads the National Research 
Fund, which is the central agency for pro-
moting and funding research activities in 
Luxembourg. 

What made you become interested in 
R&D?
I have a passion for science.  After studies 
in physics I had senior research positions 
in the UK, Switzerland and France for two 
decades. Four years ago I was offered to 
manage the national research fund in Lux-
embourg. I accepted this as a challenge to 
accelerate the development and strength-

ening of Luxembourg’s national research 
priorities in my home country.  

How does FNR support research in  
Luxembourg? What is the strategy?  
Our main activity is public funding of  
research. Apart from public outreach pro-
grams the strategy is focussed on three 
priorities. The first is to reach excellence 
in quality in research within areas select-
ed by the government together with NFR.  
All research projects are submitted to an 
international selection committee and rig-

orously evaluated on the basis of the qual-
ity of the submitted proposals. The second 
priority is to attract internationally rec-
ognised researchers from abroad in strate-
gically important areas to provide leader-
ship and to reach critical mass.  The third 
priority is to transform our research efforts 
into a sustainable competitive advantage 
for the country. In doing so we encourage 
“industry informed” research and co-oper-
ation with business and industry.

... read more page 3

Objective 2016: Increase private R&D funding
Dr. Marc Schiltz, Executive Head of FNR



>"SECURITY IS KEY FOR FINTECH ! 
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>"Let start with some facts! 
(focusing on Mobile payment & Mobile banking) 

•  Smartphones 
–  1,244 billion sales in 2014 
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>"Let start with some facts! 
(focusing on Mobile payment & Mobile banking) 

•  Smartphones 
–  1,244 billion sales in 2014 
–  Today about half the adult population owns a 

smartphone; by 2020, 80% will.  
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>"Let start with some facts! 
(focusing on Mobile payment & Mobile banking) 

•  Smartphone and Fintech 
–  55% of U.S. smartphone owners made a mobile 

banking transaction using an app in 2015 
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55% 



>"Let start with some facts! 
(focusing on Mobile payment & Mobile banking) 

•  Smartphone and Fintech 
–  55% of U.S. smartphone owners made a mobile 

banking transaction using an app in 2015 
–  23% of U.S. smartphone owners made a mobile 

bank transaction in app for the first time in 
2015  (13% in 2014) 
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>"And What about Security? 

•  One of the main reservations consumers have with adopting 
mobile banking and mobile payments is concern about the 
security of the technology. 
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>"And What about Security? 

•  One of the main reservations consumers have with adopting 
mobile banking and mobile payments is concern about the 
security of the technology. 
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>" WHY SECURITY IS HARD ? 
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>"
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>"Reality more like that: 
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>"Reality more like that: >"

The system seems ok,  
But if you look more closely… 
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>"Reality more like that: >"

The system seems ok,  
But if you look more closely… 

You can find a bug that can be exploited  
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>"What does SnT offer? 

•  Help developers to discover and track 
vulnerabilities 

Step 1 

Collect a large 
set of known 

vulnerabilities 
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x" x"

x"

Step 2 

Consider the 
commits used 
to patch the 

vulnerabilities 

x"
x" x"

x"

Step 3 

Extract 
common 

patterns of 
vulnerabilities 

Research 
Challenges 

-  Abstraction 
-  Similarity 
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>"What does SnT offer? 

•  Help developers to discover and track 
vulnerabilities 
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>" ARE THE DATA OF YOUR 
CUSTOMERS SAFE? 
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>"Smartphone (Android) statistics? 
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More"than""
1.4"billion"
ac;vated"
devices"

More"than"1.9"million"Apps"on"the"Goggle"App"Store"

More"than"1"
million"devices"
ac;vated"PER"

DAY"



Data Leaks 
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>"Data Leaks 

Data Leaks within a 
single component 

[PLDI’14]  
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>"

source 

sink 

Example of Leak within a single 
component 
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>"Data Leaks 

Data Leaks across components 
ICSE 2015 
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>"

Difficulty:"ICC"
Inter"Component"Communica;on"

source 

sink 

Example of Leak between Components 
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>" WHAT ABOUT MALWARE? 
(IN MOBILE, ANDROID) 
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>"Some Statistics 

•  April 2015, 
Symantec. Internet 
security threat 
report. 
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>"Malware Facts 

178,000 AppChina Apps

27%

73%

Goodware Malware

367,000 Anzhi Apps

54%
46%

Goodware Malware

1,500,000 GooglePlay Apps

5%

95%

Goodware Malware

•  We have sent apps to VirusTotal which 
hosts about 50 anti-virus (threshold: 5) 
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>"Piggybacked Apps 

•  How to piggyback an Android App: 
–  Malware writers simply unpacks a benign, 

preferably popular app, and then grafts some 
malicious code on it before finally repackaging it. 
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Benign original app"" Piggybacked app""
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App 
Classification

App 
Dissection

ML-based
Classifier

Piggybacked

Hook
Recommender

Ground Truth

Hooks

Feature 
Extraction

Supervised
Learning Classifier

Classification Non-piggybacked

Piggybacked

Automatic 
Dissection

Raider snippets

Hook

Ground truth

App to 
analyze

Classifier 
Building

Main idea for Piggybacking 
detection  
•  Use Machine Learning to create classifier/

detector 
–  Learn the characteristics of piggybacked apps 
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>"Main idea for Piggybacking 
detection  
•  Challenges: 

–  Ground Truth? Need a set of piggybacked apps 
and non-piggybacked apps 

–  What are the relevant features? 
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>"An interesting Question! 

•  Let’s assume that your mobile banking app 
is secure 

•  But imagine that an user are using an app 
which is unfortunately a malware.  

•  This malware compromised the 
smartphone of the user.  

=> What happens for your banking app? 
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>" Thank You! 
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